Executive Summary

The purpose of this paper is to identify the need of businesses to recognize the risk
associated with data collection and data breaches for both their customers and employees.
Additionally, it is the responsibility of businesses to ensure their employees are properly trained
to handle collected personal data and to react in the event of a data breach. This stance is
supported by the concept of corporate social responsibility, which is a business model that allows
businesses to be held accountable. Employees who are required to use certain communication
technologies at work should be allowed the same protections regarding cybersecurity as the
customers who use their services.

Communication technologies have become the standard forms of communication in
businesses, especially as more companies go digital with a growing portion of employees
working remotely. When using communication methods online, however, the ethics surrounding
user safety and the security of personal data are called into question. Employees regularly send
and receive sensitive information about projects, themselves, customers, and even other
employees via the internet using tools such as e-mail, online databases, and online client portals.
There is no single organization or type of business that will be investigated, as many modern
businesses rely heavily on communication technology. It is up to the business to create a culture
of digital security and encouraging good practices.

It was found that the best way for businesses to combat data breaches and other cyber-
attacks is to promote a corporate culture that embraces the vales of cybersecurity. This can be
done by ensuring adequate resources are invested into cybersecurity efforts and providing
comprehensive cybersecurity training to employees. Through this training program, employees

would be equipped to recognize threats to personal data or cybersecurity and understand what



they should do in the event of a cyber-attack or data breach. The skill level of each employee
should be assessed to identify areas for improvement. The cybersecurity knowledge of each
employee should also be tested periodically to further gauge their skills.
Abstract
The purpose of this paper is to identify key areas around corporate cybersecurity for both
employees and clients. As communication technology has developed and expanded, the threat of
data breaches and other cybercrimes has also advanced. Using published sources, including peer
reviewed journal articles, published frameworks, and web-based articles, information regarding
cybersecurity and corporate social responsibility has been gathered and analyzed to determine
the best way for businesses to ensure the safety and security of their employees and customers
alike. Businesses are able to achieve this through adopting a corporate culture that values
cybersecurity and providing an employee training program to recognize threats and identify the
proper response in the event of a cyber-attack.
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Introduction

Over the last few years, there has been rapid development and advancement in
communication technologies. These technologies have become the standard forms of
communication in businesses, especially as we have seen more companies go digital with a
growing portion of employees working remotely. When using communication methods online,
however, the ethics surrounding user safety and the security of their data are called into question.
Cybercrimes in the US alone cost companies an average of $15.4 million a year with an

estimated 160 cyberattacks per week (WSU Online, 2020). Whether property was stolen, trade



secrets were exposed, or customer data leaked, data breaches cost organizations more than just
monetary losses. Data breaches often tarnish the reputation of the organization that experienced
the cybercrime.

This paper will explore the ethical violations that are associated with data sharing via
communication technologies in a business setting. Examples of such violations include the
misuse of personal information, lack of oversight or regulation, and lack of accountability or
disclosures about how collected data will be used. Additionally, it will look at the responsibility
organizations have to protect employees and their data while performing their daily work
obligations. Any organization that deals with the collection or storage of personal information of
customers, employees, or both via communication technology has a responsibility to ensure the
safety of its users and the security of their data.

Corporate social responsibility is a business model that allows a company to be socially
accountable to itself, its stakeholders, and the public. It is based on the expectation that firms,
corporations, industries, companies, and businesses do more than just make economic
contributions to society. The way companies adopt policies, manage information security, and
respond to threats can often shape normal business functions and regular daily life. While
corporate social responsibility is a voluntary commitment, it pushes businesses to support
company values while promoting positive social changes (Tsiakis, 2009). As a part of corporate
social responsibility, businesses must exercise caution when collecting and using data of both
their customers and their employees. This includes businesses of all types, such a doctor’s office
e-mailing a patient file to another office, an accounting team that stores payroll information in an

online data base, or a human resources (HR) department sharing files about a particular incident.



This paper will include a detailed background information section to understand the scope
and context of the issue at hand, provide supporting evidence from published literature to further
the context, and propose possible solutions to the problem. The background information will
provide context as to what constitutes a data breach and why businesses should be responsible
for data protection. The supporting evidence is drawn from peer reviewed journal articles and
manuscripts related to the subject matter. Lastly, this paper will provide realistic solutions
regarding cybersecurity.

Background and Problem

As businesses continue to develop and expand, especially as more companies go digital with
a growing portion of employees working remotely, they increasingly rely on communication
technologies to communicate with employees, clients, and other stakeholders. When using
communication methods online, however, the ethics surrounding user safety and the security of
their data are called into question. The first issue is what data is being collected and how it will
be used. While individuals are willingly sharing personal data, they may not fully understand
how their data will be used and shared or be fully educated of the associated risk (Beardsley et
al., 2019). Businesses need to disclose this information to clients and employees.

The main information and communication technology used at work is still by and large e-
mail and phone. Other popular technologies used in the workplace are online chat, video
conferencing, shared calendars, and collaborative documents. While these technologies are
useful in providing an efficient way for businesses to communicate internally to employees or
externally to clients, they are also sharing sensitive information. This brings up another issue,
which is that while there are regulations to control consumer information misuse, these

regulations often protect data after it has been collected. This can be referred to as an



“information externality”” meaning the use and misuse of information often effects consumers in
ways that are not necessarily revealed to them before the data is collected (Cassidy & Chae,
2006). Data can be better protected using property and liability regulations in addition to privacy
regulations and holding businesses accountable for how data is handled.

Data breaches, which occur when information is taken or stolen without the knowledge or
authorization of the owner, have been identified as one of the biggest issues for businesses
(Ayyagari, 2012). Organizations heavily rely on information systems to interact with
stakeholders and perform general business operations. Businesses could face fines, legal action,
expenditure, and loss of customer trust should a data breach occur. A data breach is constituted
by the unauthorized access, destruction or alteration of personal data. This generally occurs when
information is taken from a system without the knowledge or authorization of the system owner.
While we generally associate cyber-attacks with anonymous hackers online, data breaches can
also be caused by a “human factor.” An employee could unintentionally leak information though
password sharing, phishing emails, and mishandled hard copies.

Proposed Solution

Digital security risk management involves general skills, responsibility and liability, human
rights and fundamental values, and co-operation from stakeholders to be effective. Operational
principles are focused on the implementation of digital security risk management in
organizations. Security measures should be appropriate to and commensurate with the scale of
the risk. Digital security is dynamic; it has constantly evolving threats and vulnerabilities
(OECD, 2022). To implement an effective digital security strategy, sufficient resources need to
be allocated. Each individual business needs to create a culture of digital security and

encouraging good practices to prevent security risks.



Regarding privacy online, a lack of experiences using online services that collect and use
consumer data, lack of user-friendly privacy controls, and the complexity of privacy notices
contribute to users’ vulnerable while online. In a work setting, it is the responsibility of
employers to ensure adequate training of employees with online services they are required to use
so that employees feel secure and comfortable. Employees need this understanding to ensure that
they are properly handling the data of clients, as well as their own personal data. Consumers
often have concerns when giving personal data to businesses because they are no longer in
control of it, which often leads to concerns about the safety of their information and feelings of
vulnerability data leaks or unauthorized access (Chen et al., 2023).

The main solution is to create a culture of corporate social responsibility and provide
cybersecurity awareness training. This type of training allows employees to understand the
importance of cybersecurity and identify potential threats. Additionally, this training will teach
employees what to do should an attack take place. There are several key items to address with
this training. Employees should be informed of how to make strong and unique passwords.
Employees should know how to identify a phishing attack, which is typically a fraudulent email
impersonating a known sender in an attempt to gain passwords or other personal information.
Employees should only download company approved software on work devices, as downloading
unauthorized and unlicensed applications may introduce malware. Employees should also be
taught to simply store computers and other work devices in a secure location when not in use.

Employee awareness is beneficial as it minimizes risks and enables employees to protect
themselves and the business. Digital security risk management involves general skill,
responsibility and liability, human rights and fundamental values, and co-operation from

stakeholders to be effective (OECD, 2022). Businesses are able to test the effectiveness of their



cybersecurity training in multiple ways. First, managers should identify skill gaps, which are
deficiencies caused by lack of skills or knowledge, and their root causes to help employees
improve their skills (Purohit, 2022). Second, employees should have their knowledge of
cybersecurity issues tested though comprehension quizzes. Additionally, businesses can use
cyberattack simulation software to gauge the skills of employees. Testing employees’
cybersecurity skills is a great way for businesses to gauge their efforts on cybersecurity. It is the
responsibility of businesses to create a culture of digital security by providing the training and
resources necessary for cybersecurity.
Conclusion

It is the responsibility of businesses to educate its employees to recognize cybersecurity
threats and understand how to respond accordingly. Cybersecurity training is part of a business’s
corporate social responsibility to protect its employees and customers. Creating a corporate
culture that values cybersecurity will empower employees to protect both the clients’ data as well
as their own. Any organization that deals with the collection or storage of personal information
of customers, employees, or both via communication technology has a responsibility to ensure

the safety of its users and the security of their data.
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